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JILOITT

B EE B Sy — ikl
PPPoE pppoe /usr/sbin/pppd
PPP over Ethernet driver /usr/lib/pppd/2.4.6/
pppoeconf (rp—pppoe.soﬁﬂ)
PPPEEGE. 12271 —R
AR EY—IL
Source NAT :::: ) H1—2 )L #HANetfilter
INTIRT LR | (OSDHEBEEFIF)
27AT 24—

Destination NAT
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VIORDOIT (#iE)

T HE B/ ylr— ikl
DHCPH—/\ |dnsmasq 508 L TRDIAVE 2 —3NEH =3
YT —ITOERAZEELTELNT:
DNSFE -+ a1 B EFDNSF v 2 &DHCPH—/\
H—/\
(OSOHEREZFIM) /usr/sbm/ntpd
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pppoeconf Z& L\ /- PPPoE &%
« pppoeconf (& PPPoE #&#t & X155 CxE

T714)L

e HE

[etc/ppp/peers/dsl-provider

pppoeconf A¥pppoe IZEHET
£ L7T= pppd DEET7AIL

/etc/ppp/options

pw%@t%@—%%@%ﬁﬂi
)(_

[etc/ppp/pap-secret

PAP D 1=b DEREET—43

[etc/ppp/chap-secret

CHAP D=8 DEBEET—4
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PPPoEMDA 7L a3 ERTE

/etc/ppp/options
e persist
T R iRt e T
(N oF oo L-i58IZBEITHER)

 maxfail 0

o OF U LT-5EDBEERINSA A=
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dnsmasq® % TE

/etc/dnsmasq.conf

iInterface=eth(

d

d
d
d

hcp—range=192.168.1.20,192.168.1.40,12h
ncp—option=option:netmask,255.255.255.0
ncp—option=option:router,192.168.1.254

hcp—option=option:dns—server,192.168.1.254,8.8.8.8
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dnsmasqfEE 771 /)L

/etc/resolve.conf (ppp¥EfF B I B H1)
nameserver 202.238.95.9

nameserver 202.238.95.22

/etc/hosts (FOHFE
127.0.0.1 localhost
192.168.1.254 gw.xxx.yyy
192.168.1.1 host1.xxx.yyy
192.168.1.2  host2.xxx.yyy

gl
N—7
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Netfilter® % 7E
« RICEZ. iptablesa<vUFIZKBERTERT) TRE1ER

15 B NE

INTYRT4LA2 |ESTABLISHED RELATEDDBEER U
INPUTF A LANEIMS DT RO HEFT],

INTYRT4LE [ LANIIP7ZRL RSETD /Ny L EFT],

OUTPUTF A | RERT KL RO T 54 R—b7RL RISk
T—1ICRNGENKIITT AV,

INTobI4Ls  LANBIIPYZ RLRFETD /N7 YMERT—R )L
FORWARDFz A | ZHEZAL .

[-—state ESTABLISHED,RELATED |&7E5TLY
LD ITEBEFTA
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15 B NS

INTYR T ILE Windows77’f)l//7°'JD@i’fi’ﬁ*ﬂ%ﬁ%'@ﬂﬁﬁéh
FORWARDF A | BD/NTYRERPC/N Ty RET OV,

POSTROUTING | RER Ry kM SAERRYRAHTUL YD Y
FfY —XIPEEEMZ B, IPRAAL—K )
(Source NAT)

PREROUTING | H—/\ZLANIICEREL-FF. SHERRYADS
FEAY B TEA M MERE T,

(Destination NAT) | | rvp _HTTPS,”SMTP.POP3S.~ Submission
EH5Y—/\—3E|ZR—F 5%,

VPN/AR R JL—RBEHEER—MERX,
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filter + nat7=—2 JLODIBIE

(rirwhsie ) (rirwpisgs )
PREROUTING . POSTROUTING
v s E g >y ™
QUTPUT
Fraq
(nat)

L} O—A - 20LA J
- PREROUTINGF I 1>

FARATAFRZ—2I>T RLUADESZTRX /DNAT
- POSTROUTINGF I 1>

V=T RLADEEHZR /SNAT
- OUTPUTF I 1>

O—HIILTERSNTZ/ITY bDT 1« AT« R—2 32T RLADEEHR /DNAT
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iptablesOAY R ICKDETERVITRAA—D

#! bindshl

1
local_net="192.168.1.0/24"|
myv_local _ip="192.168.1.2547]
my_test_ip="192.168.1.253°|
1

WAN="ppp0" |

LAN="ethl’ |

1
fecho 1 > fproc/svsdnet/ipvd/io_forward]

1

HHHHHH R L
#Flush & Reset)
HHHHHH R L
iptables -F|
iptables -t rat -Fl
iptables -Xl

1

HAHHHHH )

#Deafult Rulel

i i g

iptables -P INPUT DROPL

iptables -A& INPUT -m state --state ESTABELISHED,RELATED -j ACCEPTL
iptables & INPUT -i $LAM -5 $local_net -d $mv_local_ip -i ACCEPTL
iptables & INPUT -i $LAM -5 $local_net -d Fmv_test_ip -j ACCEPTL

1
#OHCP permission)
iptables -4 INPUT -i $LAN -p ude --dport 67:68 --sport 67:68 -i ACCEPTI

1

iptables -F OUTPUT ACCEPT)

1

iptables -F FORWARD OROP)

iptables -4 FORWARD -i $LAN -o $WAN -= $local_ret -j ACCEPT
iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT)

1

i i i

VPN pass-throuzhl

i i i

iptables -4 FORWARD -i $WAN -o $LAN -p esp -i ACCEPTI
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INPUT FxA>

ERIIETHEE
iptables -P INPUT DROP

- ESTABLISHED,RELATED @15 X &5 7]

iptables -A INPUT -m state --state
ESTABLISHED,RELATED -jACCEPT

LANH D54 72k Hri> DDHCPER [F 3]

iptables -A INPUT -i $LAN -p udp --dport 67:68 --sport
67:68 -j ACCEPT
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OUTPUT Fxz1>

B RIEXETEHA
iptables -P OUTPUT ACCEPT

NEBT7 RLADOTFAR—FTRLADNER R YT —JI
RNIENEKSITTAYY

iptables -A OUTPUT -o $WAN -d 192.168.0.0/16 -
DROP

iptables -A OUTPUT -o $WAN -d 127.0.0.0/8 -j DROP
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FORWARD FzA2 1

BRI ETEE
iptables -P FORWARD DROP

*Windowso74 /LT A EH BEIXS BRI S

iptables -A FORWARD -p tcp -i $LAN -0 $WAN --dport
137:139 - DROP

iptables -A FORWARD -p udp -i $LAN -0 $WAN --dport
137:139 -j DROP

iptables -A FORWARD -p tcp -i SLAN -o $WAN --dport
445 -] DROP

iptables -A FORWARD -p udp -i $LAN -0 $WAN --dport
445 -j DROP
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FORWARD FxzAr 2

LANA AV 5188 (WAN) ~ D i (L HIBR LR,

iptables -A FORWARD -i $LAN -0 $WAN -s $local_net -j
ACCEPT

-ESTABLISHED,RELATED @15 (X &5 7l

iptables -A FORWARD -m state --state
ESTABLISHED,RELATED -jACCEPT
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FORWARD FxzA2 3

IPsec VPNREEE [T/ NRA R JL—

iptables -A FORWARD -i $WAN -0 $LAN -p esp -j
ACCEPT

iptables -A FORWARD -i $WAN -0 $LAN -p ah -j
ACCEPT

POSTROUTING FxAY

-SNAT(IPRXHL—FK) X E

iptables -t nat -A POSTROUTING -o $WAN -s
$local_net - MASQUERADE
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PREROUTING Fx1Y

‘LANN D H—/\—%Z 22 5d (DNAT)
server_ip='192.168.1.1°
http_port='80°

iptables -t nat -A PREROUTING -p tcp -i SWAN --dport 80 -j DNAT
--to-destination $server_ip:$http _port

iptables -A FORWARD -i SWAN -0 $LAN -p tcp -d $server_ip
--dport $http_port -j ACCEPT

LERERIFRIZHTTPS,”SMTP.~POP3S.” Submission
X /N
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T—2 L) ARER R (iptables —L —v)

Chain IMPUT ipolicy DROP 100 packets, H828 bwtes

pkts bvtes tarzet opt in ot source dest inat ion

ROTRT 6091k ACCEPT --any any amviwhers anwwhe re ztate RELATED,ESTABLISHED

18293 1317K ACCEPT ethll  anv 192 .168.1.0/24 192.168.1.254
97 38460 ACCEFT ethl  anw anvihers anvwhere ude setsibootps:bootpe dets:bootps:bootec
4 480 ACCEPT all lo any amwhere anvwhe re

Chain FORWARD (policy DROP 0 packets, 0 bytes)
pkts bvtes target prot opt in out source dest inat ion
0 DROP tep -- ethl)  pppl arvihers anvwhere top detsiretbios-nsirethios-s=n
234 DROP udp ethl)  pped amvwhere anwwhe re ude detsiretbios-ns:iretbios-s=n
0 DROP top ethl  ppel arvwhere arvwhere top detimicrosoft-ds
0 DROP e ethll  peel anvihers anvwhere ude det:microsoft-ds
0 DROP top ethl  ppel amwhere anvwhe re tcp dptisunrpc
0 DROP e ethll  peel arvuhers anvwhere ude detisunrpc
T3M 19098 ACCEPT all ethl  pppl 192 .168.1.0/24 anywhere
23M 3G ACCERT all Ay ary arvwhere anvwhere state RELATED,ESTABLISHED
0 ACCEPT asp pppll  eth anvihers anvwhere
I ACCEPT ah pppll  eth( arvwhere anvwhere
194 ACCEFT top pppll  ethl arvwhere b, b | ue top detihtte
40 ACCERT top pppll  ethl anvihers b b ue top det:httes
2h ACCEFT tcp pppll  ethl amwhere Fimm. b ue top det:bhbh
ACCEPT top pppll  eth arvihers b b | ue top detitelrnets
ACCEPT udp pppl  eth( arwvuhere b b | ue ude det : i sakmnp
ACCEPT udp pppll  ethl arvwhere Rt b | e ude det:ipsec-nat-t
224 ACCEPT top pppll  eth anvihers b b ue top detismte
0 ACCEFT tcp pppll  ethl amwhere Fimm. b ue top detisubmission
18 ACCEFT top pppl  ethi arvuhere b b [ ue tcp detipopds
244 ACCEFT top pppll  ethl anviwhers b b ue top detissh

o o e

Chain OUTPUT (policy ACCEPT 3118 packets, 1255K bytes)

pkts bvtes target prot opt in out source dest inat ion
17 3300 ACCEFT --anw lo arvwhere anvwhere
0 0 DROP any ppl anvihers 10.0.0.0/8
I 0 DROP any pepl) arvwhere 176.16.0.0/12
0 0 DROP arny pepl arvwhere 192,1688.0,0/16
I 0 DROP Ay pepl arpwhere | oopback/ 8




umbi

ap
iru
e

LB IJT—ADBE

[etc/network/interfaces
auto eth0

iface ethO inet static
address 192.168.1.254
netmask 255.255.255.0

auto ethl

iface eth1 inet manual
auto dsl-provider

iface dsl-provider inet ppp

pre—up /bin/ip link set eth1 up # line maintained by pppoeconf
provider dsl—provider
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H—RIVIPEERRT—T L

RIEZETAH F—koxA RYRIRY 7357  Metric Ref A% A2471—X
0.0.0.0 0.0.0.0 0.0.0.0 u 0 0 0 ppp0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
61.211.63.199 0.0.0.0 255.255.255.255 UH O 0 0 ppp0
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/ :_ |\X$_V>“E

Test result:

Starting Nmap 6.08 ( http://nmap.org ) at 2016-04-21 86:10 EEST
Initiating Ping Scan at 86:10

Scanning ===

Scanning

Discovered
Discovered
Discovered
Discovered
Discovered
Discovered

Completed SYN

[+] Nmap scan

Host is up
Not shown:

PORT STATE

22/tcp open
25/tcp open
8B/tcp open
443/tcp open
587/tcp open
995/tcp open

open
open
open
open
open
open

F (182.171.221.98) [4 ports]
Completed Ping Scan at ©6:10, 0.27s elapsed (1 total hosts)
Initiating SYN Stealth Scan at 06:10

port
port
port
port
port
port

giw= (182.171.221.98) [100 ports]

443/tcp on 182.171.221.98
22/tcp on 182.171.221.98
25/tcp on 182.171.221.98
995/tcp on 182.171.221.98
80/tcp on 182.171.221.98
587/tcp on 182.171.221.98

Stealth Scan at 86:18, 2.70s elapsed (180 total ports)

report for bee= s (182.171.221.98)

(8.255 latency).
94 filtered ports

SERVICE

ssh
smtp
http
https
submission
pop3s

Nmap done: 1 IP address (1 host up) scanned in 3.09 seconds

Raw packets sent: 202 (B.B64KB) | Rcvd: 49 (2.770KB)
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2 IL—yEIE

ISP: So-net SAA52016 U3E:00 AN

Entertainment Broadband
Corporation SpeedChecker.co.uk

Download Upload

48.44 Mb/s 32.29 Mb/s

YA4oa)y—FE MR-OPT100EED LEER T,
FIFLLEDEREZE FE,
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el9131 - ipnentxll=asa) ima.aichi.ocn.ne. ip b, b | ue

192.168.1.254 192.168.1.26
rrt12s01-in-114. 12100, net
nrt13s48-in-f14.1100. net
al10-2372-152-26. deplov. akamaitechno logies. (da

s-prd-px|-adcom-scd-a.evip. aol . com

hrt12201-in-12. 12100, het
723-66-84-172.deplov.stat ic. akamaitechr
ecZ2-54-251-250-30. ap-southeast - 1. compLyds
104.16.25.255
h4.240.226.12
04,259, 27.48
ec2-52-69-188-121. ap-northeast-1. com-¥ds
130.158.6.125

Lnknown. telst raglobal . net

ecs-h2-69-220-111.ap-northeast -1

400Kk
405Kb
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